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Version: [v1.0] ¢ Effective Date: 31 March 2026

Issued by: Z-SCHOOL Israeli Private Company No. 558432274 (“Z-SCHOOL”,
“Operator”, “we”, “us”, “our”), for use in connection with the Website and the
learning management system platform and LMS platform-as-a-service environment

operated by Z-SCHOOL (the “Platform”).
1. Purpose and scope

1.1. This Code of Ethics and User Code of Conduct (this “Code”’) sets mandatory
standards of ethical conduct, professional behavior, safety, and lawful Platform use
for all users of the Platform.

1.2. This Code applies to all access to and use of the Platform, including associated
web or mobile interfaces, course environments, User Content, Purchased Content,
System Notices, recordings, assignments, scheduling functions, integrations, and
related features made available through the Platform.
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1.3. This Code supplements, and must be read together with, the applicable:

(i) Terms of Use;

(i1) Privacy Policy; and

(ii1) where relevant, Organization policies, school rules, internal governance rules,
safeguarding procedures, and course rules.

1.4. This Code governs user behavior. The Terms of Use govern contractual rights,
disclaimers, intellectual property, limitation of liability, indemnity, and Platform use
rules. The Privacy Policy governs Personal Data processing, retention, transfers,
lawful bases/justifications, security, and privacy rights.

1.5. If there is a conflict:

(1) the Privacy Policy controls with respect to Personal Data processing and privacy
matters;

(i1) the Terms of Use control with respect to contractual allocation, licensing, and
other legal-operational matters; and

(ii1) this Code controls with respect to user conduct and ethical expectations, to the
extent consistent with the Terms of Use and Privacy Policy.

1.6. All users must act lawfully, respectfully, and in good faith, and must help
maintain a safe, professional, and positive educational and working environment on
the Platform.

2. Definitions

Capitalized terms not defined here have the meanings assigned to them in the Terms
of Use.

2.1. “Administrators” means users authorized to manage scheduling, rosters,
permissions, cohorts/classes, organizational settings, and related operational
functions.

2.2. “Content Purchasers” means users or entities that purchase or license Purchased
Content through the Platform and are authorized under the applicable license terms to
assign, circulate, enroll, or otherwise make such content available to permitted users.

2.3. “Educational Content Providers” means users or entities that upload, distribute,
offer, license, or otherwise make Content available through the Platform.

2.4. “Educators” means individuals or entities using the Platform to deliver Courses,
manage educational activities, or interact with Students.

2.5. “Organization” means the legal entity that configures roles, permissions,
policies, and access controls for its users in a segregated environment on the Platform.

2.6. “Parents/Guardians” means a parent or legal guardian authorized to access
parent-facing features, where enabled, to support a Student.
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2.7. “Students” means learners using the Platform, including minors.

2.8. “Purchased Content” means content, lecture access, subscriptions, modules,
digital offerings, or related educational materials purchased or licensed through the
Platform, including third-party content where applicable.

2.9. “System Notices” means automated or system-generated operational notices,
alerts, reminders, scheduling notices, enrollment notices, security alerts, or similar
communications delivered through the Platform and/or related communication
channels.

2.10. “User Content” means Content uploaded, posted, submitted, transmitted,
stored, assigned, or otherwise made available by users through the Platform, including
educational materials, assignments, student submissions, videos, images, discussions,
files, comments, and attachments.

2.11. “Moodle Components” means Moodle LMS software and/or related modules,
plugins, themes, or other Moodle-derived components included in or used by the
Platform.

2.12. “Moodle Marks” means the word “Moodle” and associated logos or trademarks
owned by their respective owners.

3. Foundational conduct duties
3.1. Respect, dignity, and inclusion

Users must treat others with respect and dignity. Harassment, bullying, humiliation,
intimidation, discrimination, hate speech, and abusive conduct are prohibited.

3.2. Child safety and best interests

Where the Platform is used by minors or is accessible to minors, users must act in a
manner that supports the safety, dignity, well-being, and best interests of minors.

3.3. Lawful and authorized use

Users must use the Platform only for lawful purposes and only within the scope of
their role, permissions, applicable policies, and any applicable license or
authorization.

3.4. Data restraint and privacy-aware behavior

Users must not request, post, upload, circulate, or expose more Personal Data than is
reasonably necessary for the relevant educational, operational, or support purpose.

3.5. Professional boundaries
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Adult users, especially Educators, Administrators, support personnel, and other
Student-facing users, must maintain professional boundaries at all times.

3.6. Integrity and honesty

Users must not deceive, impersonate, manipulate, or misuse the Platform in a way that
undermines trust, learning integrity, user safety, or Platform integrity.

4. Platform security and account integrity

4.1. Users must keep their credentials confidential, use strong passwords, enable MFA
where available, and avoid account sharing.

4.2. Users must not bypass access restrictions, scrape data, probe vulnerabilities, test
security without authorization, or attempt to access accounts, content, or information
not intended for them.

4.3. Administrators and Organizations must apply least-privilege access principles
and must promptly disable or update access when a user no longer requires it.

4.4. Users must promptly report suspected credential compromise, account misuse,
unauthorized access, or security incidents in accordance with Section 11.

5. Child safety, safeguarding, professional boundaries, and recordings

5.1. Users must not engage in grooming behavior, manipulative conduct, coercion,
threats, sexualized communication, or inappropriate familiarity with Students or
minors.

5.2. Users must not solicit private off-platform contact with Students or minors,
including private phone numbers, private social media accounts, private messaging
handles, or unsupervised communication channels, unless:

(1) such contact is expressly permitted through the Platform or by the relevant
Organization’s approved procedures;

(i1) legally required notices/authorizations have been obtained where applicable; and
(ii1) appropriate safeguarding, logging, and oversight measures are in place.

5.3. Users must not encourage Students to disclose unnecessary personal information,
including home addresses, phone numbers, medical information, financial
information, precise location data, or private family matters, unless specifically
required for a lawful and necessary educational or operational purpose.

5.4. Users must not record, photograph, screenshot, download, reuse, or share images,
audio, video, classroom sessions, or student work involving other users, especially
minors, unless:

(1) the relevant feature is enabled by the Platform or the relevant Organization;
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(i1) the recording or reuse is permitted by applicable policy and law; and
(ii1) any required authorization, notice, or consent has been obtained.

5.5. For Organization-managed environments, Educators and Organizations remain

responsible for following their applicable safeguarding, supervision, escalation, and
child-protection procedures. For Z-SCHOOL-Delivered Courses, users must follow
Z-SCHOOL’s applicable onboarding, communication, and safeguarding procedures.

6. Prohibited conduct

The following conduct is strictly prohibited, whether on the Platform or through
Platform-enabled features:

6.1. Harassment, bullying, hate speech, discrimination, humiliation, threats, stalking,
doxxing, extortion, exploitation, grooming behavior, or encouragement of self-harm.

6.2. Sexual content involving minors, sexual exploitation, or inappropriate sexualized
conduct toward any user.

6.3. Impersonation, false representation of identity, role, affiliation, authority, or
authorization.

6.4. Uploading malware, malicious code, malicious links, or content intended to
disrupt, damage, or compromise the Platform or users.

6.5. Unauthorized access, privilege escalation, scraping, bot abuse, reverse
engineering contrary to the Terms of Use, or interference with security or service
integrity.

6.6. Posting, uploading, or circulating unlawful, infringing, defamatory, threatening,
or otherwise prohibited content.

6.7. Posting or exposing a minor’s Personal Data or educational information beyond
what is reasonably required and lawfully authorized for the relevant educational
activity.

6.8. Unauthorized redistribution, copying, resale, reposting, public sharing, or
circumvention of access restrictions applicable to Purchased Content or other
protected Content.

6.9. Using System Notices, course spaces, assignments, upload fields, or other

Platform features to advertise, solicit, harass, spam, manipulate, or distribute
prohibited content.

7. User Content ethics and content standards
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7.1. General duties for all users uploading or sharing User Content
7.1.1. Upload only content you created or are authorized or licensed to use.

7.1.2. Do not upload pirated, infringing, unlawfully obtained, or improperly sourced
materials.

7.1.3. Do not remove or obscure attribution, copyright notices, license notices,
authorship notices, or provenance information where they exist.

7.1.4. Do not include unnecessary Personal Data in files, free text, comments, images,
metadata, attachments, or filenames.

7.1.5. Do not upload content that is age-inappropriate, sexual, graphically violent,
degrading, or otherwise unsuitable for an educational environment involving minors.

7.2. Additional duties for Educators and Educational Content Providers

7.2.1. Educational materials, assignments, and assessments must be age-appropriate,
relevant, and respectful.

7.2.2. Do not design assignments that require Students to disclose unnecessary
Personal Data.

7.2.3. Where Students submit homework or other User Content, Educators should
instruct them to avoid including unnecessary Personal Data.

7.2.4. Feedback must be fair, proportionate, and respectful. Public shaming, ridicule,
or humiliation is prohibited.

7.3. Additional duties for Students

7.3.1. Submit your own work unless collaboration or outside assistance is expressly
permitted.

7.3.2. Do not upload another person’s private information, images, audio, or
recordings without permission and lawful authority.

7.3.3. Do not upload hateful, threatening, harassing, or intentionally harmful content.

7.3.4. Do not submit Al-generated material as your own work unless expressly
permitted by the relevant Educator, Organization, and course rules.

7.4. Additional duties for Parents/Guardians

7.4.1. Do not post or upload information about other Students or families unless
specifically authorized and necessary.
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7.4.2. Do not upload, record, or share classroom images, audio, or video involving
other minors unless clearly permitted under applicable law and the relevant Platform
or Organization rules.

8. Purchased Content and circulation ethics

8.1. Content Purchasers must assign, circulate, or make Purchased Content available
only within the scope of the applicable license and only to permitted users.

8.2. Content Purchasers must not engage in shadow distribution, including
downloading and redistributing materials outside permitted channels, reposting to
public sites, file-sharing, resale, or unauthorized circulation outside the intended
audience.

8.3. Users must not circumvent technical protections, watermarking, streaming
limitations, entitlement controls, or access restrictions applicable to Purchased
Content.

8.4. Educators, Content Purchasers, and Organizations must not pressure Students,
especially minors, to personally purchase content using their own payment details
where such purchases should instead be handled through an authorized adult,
Parent/Guardian, Organization, or approved institutional procedure.

8.5. Users must preserve attribution and provider identification attached to Purchased
Content where applicable.

8.6. Purchased Content assigned to Students must be reasonably appropriate for the
age group and educational context.

9. Assessments, academic integrity, and Al use

9.1. Students must not cheat, plagiarize, impersonate another person, submit another
person’s work as their own, or use tools to misrepresent learning outcomes.

9.2. Users must not publish, leak, distribute, or sell tests, answer keys, question banks,
or assessment materials outside authorized contexts.

9.3. Users must not interfere with quizzes, timed exams, assignment workflows,
gradebooks, plagiarism tools, or integrity mechanisms.

9.4. Educators and Administrators must not use humiliating, abusive, or coercive
assessment practices.

9.5. Al-enabled tools, where available, are assistive tools only. They do not replace
human educational judgment, review, grading authority, disciplinary review, or
safeguarding obligations.
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9.6. Users must not use Al features in a way that violates:
(1) course rules;

(i1) Organization policies;

(ii1) confidentiality obligations;

(iv) privacy rights;

(v) intellectual property rights; or

(vi) applicable law.

9.7. Any decision materially affecting a Student must be reviewed and confirmed by
an authorized human Educator or authorized staff member in accordance with the
Terms of Use and applicable procedures.

10. System Notices, communications, and messaging conduct

10.1. System Notices are operational communications intended for scheduling,
enrollment, security, course logistics, service continuity, and other essential Platform
functions.

10.2. Users must not misuse System Notices or related communication fields to
advertise, solicit, threaten, manipulate, harass, or share prohibited or unnecessary
personal information.

10.3. Where messaging or communication features are enabled, all communications
must remain professional, educational, and role-appropriate.

10.4. Teacher-to-student, staff-to-student, or adult-to-minor communications must

comply with professional-boundary rules and may be subject to logging, access
controls, moderation, or review where permitted by law and policy.

11. Copyright, intellectual property, and Moodle-related restrictions
11.1. Users must respect intellectual property, licensing, and authorship rights.

11.2. Users must not upload, distribute, assign, license, sell, or circulate content
unless they have the legal right to do so.

11.3. Users must not remove or hide copyright notices, attribution notices, license
terms, watermarking, or provider identification.

11.4. The Platform may include Moodle Components and other open-source
components. Open-source licensing does not grant trademark rights.

11.5. Users must not use Moodle Marks, Z-SCHOOL branding, or confusingly similar
names, logos, or designations in a way that implies sponsorship, endorsement,
affiliation, or official branding without authorization.
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12. Reporting, safeguarding, moderation, and no retaliation

12.1. Users must promptly report suspected:

(1) threats or violence;

(i1) bullying or harassment;

(ii1) grooming or exploitation;

(iv) self-harm risk;

(v) exposure of a minor’s Personal Data;

(vi) illegal content;

(vii) serious account misuse or compromise; or
(viii) suspected intellectual property infringement.

12.2. Educators, Administrators, and Organizations must follow applicable internal
escalation and safeguarding procedures in addition to any Platform reporting tools.

12.3. Z-SCHOOL and/or the relevant Organization may investigate reports, remove
content, restrict features, preserve relevant records where appropriate, and take
protective action to safeguard users, comply with law, or protect Platform integrity.

12.4. Good-faith reporting is encouraged. Retaliation against a user for making a
good-faith report under this Code is prohibited.

12.5. False, malicious, or knowingly abusive reporting is itself a violation of this
Code.

12.6. Questions or reports under this Code may be submitted to:
contact@Z-SCHOOL.co.il and/or through the Platform’s internal reporting tools,
where available.

13. Enforcement and consequences
13.1. Compliance with this Code is a condition of permitted use of the Platform.

13.2. Violations may result in warnings, content removal, restricted permissions,
temporary suspension, permanent termination, delisting of content, referral to the
relevant Organization, or referral to competent authorities where required or
appropriate.

13.3. Serious or repeated violations, especially violations involving minors, security
abuse, fraud, exploitation, or unlawful content, may result in immediate suspension or
termination without prior notice where reasonably necessary.

13.4. Enforcement under this Code does not limit any other remedies, contractual
rights, reporting obligations, or lawful actions available under the Terms of Use,
applicable agreements, or applicable law.
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14. Simplified safety rules for Students and Parents/Guardians

Important: This section is written in simpler language because rules affecting
children and families should be easier to understand.

14.1. For Students

Only share information your class really needs. Do not post your home address, phone
number, private social media, passwords, payment details, or private family
information.

14.2. For Students

Do not send mean, threatening, or embarrassing messages. Do not pretend to be
someone else.

14.3. For Students

Do not share photos, videos, recordings, or private information about other people
unless your teacher or school clearly says it is allowed and necessary.

14.4. For Students in the United States under 13

Do not create an account or use optional features that collect personal information
unless your parent/guardian or school has given the permission required by law.

14.5. For Students in the EU/EEA or UK below the age required by local law
Do not use optional features that collect personal information unless your
parent/guardian or school has provided the permission or authorization required by
law.

14.6. For Parents/Guardians

Do not post information, photos, videos, or recordings about other children unless this
is clearly allowed and necessary.

14.7. For Teachers, staff, and Administrators

Do not ask children to share unnecessary personal information. Ask only for what is
really needed for the class or activity.

14.8. For Everyone

If you see a child being bullied, pressured, contacted inappropriately, or sharing too
much personal information, report it right away under Section 12.

15. Updates and acknowledgment
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15.1. Z-SCHOOL may update this Code from time to time to reflect legal
requirements, safeguarding expectations, Platform changes, operational needs, or
product developments.

15.2. Where appropriate, updated versions may be communicated through the
Platform, by email, or by other reasonable means.

15.3. Continued access to or use of the Platform after the effective date of an updated
Code constitutes acknowledgment of, and agreement to comply with, the updated
Code, subject to applicable law.
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