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Privacy at a Glance

This summary is provided to help you understand the main points of our Privacy Policy in a simple
and reader-friendly way. It does not replace the full Privacy Policy. If there is any difference between
this summary and the full Privacy Policy, the full Privacy Policy controls.

Who we are

Z-SCHOOL (“Z-SCHOOL”, “we”, “us”, “our”) operates a Moodle-based learning management
system platform and platform-as-a-service environment. We provide the Website, Platform
infrastructure, hosting arrangements, role-based access, and related support services.

What information we may collect
Depending on how you use the Platform, we may collect:

e account and contact details, such as your name, email address, username, and login
information;

o technical and usage information, such as device, browser, IP address, authentication logs, and
Platform activity;

e course and educational information, such as enrollments, assignments, submissions, progress
data, attendance/status where enabled, grades/results where enabled, and course
communications;

o transaction and billing information, where purchases, subscriptions, or licensed content are
involved;

e support communications and attachments you send us; and



» recordings, images, audio, chat content, or participation data where those features are enabled.
Why we use Personal Data
We use Personal Data to:

e operate the Website and Platform;

e provide accounts, log-in access, course functionality, scheduling, support, and security;
e process purchases, subscriptions, payouts, refunds, and related operational workflows;
o protect the Platform against fraud, abuse, misuse, and security incidents;

e comply with legal and regulatory obligations; and

e improve reliability, performance, and service quality.

Where lawful and appropriate, we may also use aggregated or de-identified information for analytics,
service improvement, operational reporting, safeguarding, and internal Al-enabled operational
support.

Minors and student data

The Platform may be used by Students, including minors. We apply heightened care to Student
Personal Data.

Where the Platform is used by a school, Organization, or Educator, that party is responsible for
determining the appropriate lawful basis, providing notices, and obtaining any required parental or
guardian authorizations within its environment.

Where we are directly required by law to provide notice or obtain parental authorization, we will do
so as required by applicable law.

We do not use Student Personal Data for cross-context behavioral advertising or targeted advertising.
Al-related use

We may offer Al-assisted features to support Platform functionality and operations. These tools are
intended to assist users and operations, not replace human educational judgment.

We do not use identifiable Student Personal Data, identifiable Student User Content, or identifiable
Educator Content to train general-purpose Al models unless a lawful basis exists and any required
permissions or consents have been obtained.

Sharing of Personal Data
We do not sell Personal Data for money.
We may share Personal Data:

o with service providers, processors, and infrastructure partners that help us operate the
Platform,;

o with payment, communication, authentication, analytics, hosting, security, and support
providers;

o within the relevant educational environment, based on role permissions and settings;

o with Parents/Guardians where the relevant feature is enabled and authorized;

o where required by law, legal process, or competent authority; and



e in connection with fraud prevention, security, safeguarding, legal claims, or a corporate
transaction.

Some third-party tools or integrations may process Personal Data under their own privacy terms,
depending on how they are configured and used.

International transfers

Because we use cloud, hosting, infrastructure, and other service providers, Personal Data may be
transferred to or accessed from countries outside your own. Where required by applicable law, we
will use the required safeguards and transfer mechanisms.

How long we keep data

We keep Personal Data only for as long as needed for the purposes described in the Privacy Policy,
including service provision, security, dispute resolution, legal compliance, and legitimate operational
needs. We may then delete, restrict, or irreversibly anonymize the data, subject to applicable law and
any valid retention requirements.

Your privacy rights
Depending on your location and the law that applies, you may have rights such as:

o the right to know what Personal Data is processed about you;

e the right to access or receive a copy of certain Personal Data;

 the right to request correction of inaccurate data;

o the right to request deletion, in certain circumstances;

o the right to withdraw consent where processing is based on consent; and
o additional rights available under applicable law.

If we process your data only on behalf of an Organization or Educator, we may need to direct your
request to that party or work with them to respond.

How our role may change

Sometimes we act as the data controller, and sometimes we act as a processor / service provider
for a school, organization, educator, or other customer using the Platform.

In general:

» when you interact with us directly, such as through our Website, direct account registration,
support, billing, security, or fraud-prevention activities, we act as the controller;

e when an Organization or Educator runs a Course or environment through the Platform, that
Organization or Educator acts as the controller, and we act as the processor / service
provider for the Platform services we provide.

Security
We use technical and organizational measures designed to protect Personal Data against unauthorized
access, disclosure, misuse, alteration, and loss. No online system is completely risk-free, but we work

to apply safeguards appropriate to the nature of the data and the Platform.

Cookies and similar technologies



Our use of cookies, analytics tools, and similar technologies is explained separately in our Cookies
and Tracking Technologies Policy.

Changes to the Privacy Policy

We may update the Privacy Policy from time to time. Where required, or where changes are material,
we will provide notice through the Website, Platform, email, or other reasonable means.

Contact us
If you have privacy questions or want to exercise your rights, contact us at:

Privacy Contact: contact@Z-SCHOOQOL.co.il
Additional Contact Details: yaniviwZ-SCHOOL.co.il

For EU/UK residents, representative details will be provided in the full Privacy Policy where legally
required.

A couple of small legal goblins to keep in mind: GDPR/UK-style notices should clearly explain what
data you collect, why, who you share it with, and how long you keep it, in layered plain language;
Israel’s privacy framework also expects real security governance behind the words, not just pretty
promises.

PREAMBLE

We at Z-SCHOOL, Israeli Private Company No. 558432274 (hereinafter: “Z-SCHOOL”, “we”,
“us”, or “our”) are committed to protecting Personal Data.

This Data Protection and Privacy Policy (the “Policy”) explains how Z-SCHOOL, in its capacity as a
Data Controller and/or Data Processor / service provider (depending on the relevant operational
model and applicable law), collects, uses, discloses, stores, transfers, retains, deletes, and otherwise
processes Personal Data relating to users and other data subjects through:

(a) our public-facing website(s) (the “Website”); and

(b) the learning management system platform and LMS platform-as-a-service environment operated
by Z-SCHOOL (the “Platform”).

Capitalized terms not defined in this Policy have the meanings assigned to them in the Terms of Use.
Platform nature and operating model

Z-SCHOOL operates the Platform as a hosted LMS platform-as-a-service environment. The
Platform may be used by different categories of users, including Administrators, Educators,
Students, Parents/Guardians, Content Purchasers, Educational Content Providers, and
Organizations.

Z-SCHOOL may also upload, host, offer, distribute, license, or otherwise make Content,
Educational Content, or Courses available through the Platform, including content or courses
associated with Z-SCHOOL. However, unless expressly agreed in a separate written agreement or
required by non-waivable law, Z-SCHOOL does not thereby act as a school, school district,
university, educational institution, or other formal educational body, and does not assume
institutional educational, pedagogical, supervisory, grading, accreditation, safeguarding, or student-
discipline responsibilities merely because it uploads, hosts, or makes courses or content available
through the Platform.

Educational records and learning activity

As an LMS, the Platform may process education-related records and learning activity data, including
enrollments, course participation, assignments, submissions, feedback, grades/results where enabled,
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attendance/status where enabled, progress indicators, system notices, and operational course
communications.

Aggregated / de-identified analytics

Z-SCHOOL may generate and use aggregated, statistical, and/or de-identified information derived
from Platform usage, provided such information does not identify an individual and cannot
reasonably be re-identified under applicable law. Such information may be used for analytics, service
reliability, fraud detection, abuse prevention, safeguarding, operational reporting, benchmarking,
security, platform improvement, and internal Al-enabled operational improvement, subject to
applicable law.

Controller / processor roles
Depending on how the Platform is used:

(a) Direct Z-SCHOOL-facing interactions.

Z-SCHOOL acts as a Data Controller for Personal Data processed in connection with direct Website
interactions, direct account creation with Z-SCHOOL, Platform access managed by Z-SCHOOL,
direct support interactions, billing and transaction processing involving Z-SCHOOL, security
monitoring, fraud prevention, platform integrity, and similar activities for which Z-SCHOOL
determines the purposes and means of processing.

(b) Courses or environments administered by the relevant Organization and/or Educator
through the Platform.

Where Courses or environments are administered by the relevant Organization and/or Educator
through the Platform, that Organization and/or Educator typically acts as the Data Controller for
Personal Data processed within that environment, and Z-SCHOOL typically acts as a Data
Processor / service provider processing such Personal Data on that Controller’s behalf, subject to
the applicable agreement and law.

(¢) Limited independent Z-SCHOOL purposes.

Notwithstanding the above, Z-SCHOOL may act as an independent Data Controller for limited
purposes such as security monitoring, fraud prevention, service integrity, incident response, abuse
detection, aggregated/de-identified analytics, and platform improvement, to the extent permitted by
applicable law.

Interpretive note

Unless otherwise stated, references in this Policy to processing activities, rights, disclosures, and
responsibilities are subject to:

(1) the relevant operational model,

(i1) the role in which Z-SCHOOL acts as stated in this section;

(ii1) Platform configuration; and

(iv) applicable law.

Relationship with the Terms of Use

This Policy governs Personal Data processing transparency and data-subject rights. The Terms of Use
govern contractual use of the Platform, educational roles, intellectual property, marketplace
allocation, disclaimers, limitation of liability, indemnity, and related operational matters. Nothing in
this Policy expands Z-SCHOOL’s contractual obligations beyond those expressly set forth in the
Terms of Use, except where required by applicable non-waivable law.

Moodle / infrastructure notice

The Platform is built in part upon Moodle™ educational modules and may include proprietary
modules and third-party Plugins and Integrations. The Platform is managed through ISYC and
hosted on cloud infrastructure, including Amazon Web Services (“AWS”). References to Moodle
and related marks may be subject to third-party trademark and usage guidelines. Intellectual property
terms, platform ownership, and acceptable use restrictions are addressed primarily in the Terms of
Use.



Third-party components and integrations

The Platform may interoperate with Plugins and Integrations, payment providers, communication
tools, authentication tools, analytics systems, video tools, and other third-party services. Such
providers may process Personal Data as processors/sub-processors acting under contractual
safeguards or, in some cases, as independent controllers under their own privacy terms, depending on
the integration, the configuration, the operational model, and the applicable legal arrangement.

As used in this Policy, “Personal Data” means information relating to an identified or identifiable
individual, or as otherwise defined by applicable law.

For any questions regarding the collection, processing, or use of Personal Data relating to you, or to
exercise applicable data subject rights, please contact us at: contact@Z-SCHOOL.co.il.

1. GENERAL PRINCIPLES OF OUR DATA PROTECTION

1.1. Z-SCHOOL is committed to ensuring that your Personal Data is processed in accordance with
applicable law, proportionately, in good faith, for legitimate and disclosed purposes, and subject to
appropriate technical and organizational safeguards.

1.2. This Policy explains the categories of Personal Data Z-SCHOOL may collect, process, use,
disclose, retain, delete, and otherwise process through the Website and the Platform, and explains the
rights available to data subjects under applicable law.

1.3. This Policy should be read together with Z-SCHOOL’s separate Cookies and Tracking
Technologies Policy, which describes the cookies, pixels, SDKs, tags, local storage, and similar
technologies used on the Website and, where applicable, on the Platform, together with the purposes
for which they are used and the choices available to users.

1.4. We collect and process Personal Data in a manner proportionate to the purposes described in this
Policy, taking into account the nature of the data, the context of processing, and the risks to the rights
and freedoms of individuals.

1.5. Where Personal Data is processed by external processors, service providers, or sub-processors on
our behalf, Z-SCHOOL requires them, through contract and/or applicable law, to implement
appropriate privacy, confidentiality, security, and data protection measures, including any required
cross-border transfer mechanisms where applicable.

1.6. If you object to processing that is necessary for the performance of a contract, for compliance
with legal obligations, or for other lawful grounds or justifications permitted by applicable law,
certain Website or Platform services may not be available to you or may not function properly.

1.7. Role-based access and confidentiality. The Platform uses role-based permissions. Access to
Personal Data within the Platform may depend on your role and the settings determined by Z-
SCHOOQOL or by the relevant Organization administering your access.

Where relevant and enabled:

Educational Content Providers may have access to limited fulfillment, entitlement, support, and
analytics information relating to their content, subject to the relevant operational model, configured
permissions, data minimization, and applicable law.

Content Purchasers may have access to rosters, assignment status, entitlement data, and other
limited usage information necessary to manage access to Purchased Content, subject to applicable
permissions and law.

1.8. Third-party components (Plugins and Integrations). The Platform may include Plugins and
Integrations operated by third-party providers. Where such providers process Personal Data, they
may do so as processors/sub-processors on our behalf, on behalf of a relevant
Organization/Controller, or, in limited cases, as independent controllers under their own privacy
terms. Processing performed by third-party providers acting as independent controllers is governed
by their own privacy policies, not this Policy.



1.9. Visibility of educational records within the Platform. The Platform is designed to enable
educational workflows. Accordingly, Personal Data and User Content you upload or submit may be
visible to other authorized users within the same educational environment based on role permissions
and settings. Visibility within a Course or environment does not imply public availability.

2. PERSONAL DATA OF CHILDREN AND MINORS

The Platform may be used by Students who are minors. Z-SCHOOL applies heightened protections
to Personal Data of children and minors.

2.1. United States (COPPA - children under 13)

Z-SCHOOL does not use Student Personal Data for behavioral advertising or cross-context targeted
advertising. COPPA can apply to operators of online services directed to children under 13 or with
actual knowledge they collect children’s personal information, and the FTC finalized significant
COPPA Rule amendments in January 2025, including stronger retention, disclosure, and targeted-
advertising constraints.

Where the Platform is used by an Organization and/or Educator for school-authorized or
educational purposes, that Organization and/or Educator is responsible for determining the lawful
educational basis for use of the Platform, providing any required notices, obtaining any required
parent/guardian authorizations or school-based authorizations, and ensuring compliance with
applicable student-privacy rules within its environment, including COPPA and, where applicable,
FERPA.

Nothing in this Policy waives any non-waivable legal obligation that may independently apply to Z-
SCHOOL under applicable law.

Where Z-SCHOOL directly collects Personal Data from a child in a context in which Z-SCHOOL is
itself legally required to provide notice or obtain verifiable parental consent under applicable law, Z-
SCHOOL will do so as required by law.

2.2. EU/EEA (GDPR - children below the age of digital consent)

Where processing is based on consent in relation to an information society service offered directly to
a child, and the child is below the age threshold applicable under the relevant Member State law,
such processing is lawful only if and to the extent that consent is given or authorized by the holder of
parental responsibility, and reasonable efforts to verify such authorization are made where required
by law.

Where Courses or environments are administered by the relevant Organization and/or Educator
through the Platform, that Organization and/or Educator remains responsible for obtaining any
required parental/guardian authorizations and for determining the appropriate lawful basis for
processing within its environment.

2.3. UK (UK GDPR)

If the UK GDPR applies and consent is relied upon in relation to an information society service
offered directly to a child, additional conditions apply regarding parental consent and verification for
children below the applicable age threshold. Allocation of responsibility follows the same model
described above.

2.4. Responsibility for enrollment of minors by others. If a Parent/Guardian, Content Purchaser,
Administrator, Educator, Organization, or other enrolling party registers a Student, uploads a roster,
or circulates Purchased Content to Students through the Platform, that enrolling party is responsible
for ensuring that it has the legal authority to do so, has provided any required notices, and has
obtained any required parent/guardian permissions or other lawful authorizations.

2.5. Organization / Educator responsibility. Where the Platform is used through a relevant
Organization and/or Educator, that Organization and/or Educator is responsible for providing
required notices to Parents/Guardians and obtaining legally required authorizations/consents for



Students, including where recording tools, messaging tools, or optional features are enabled, subject
to applicable law.

2.6. Educational-purpose processing and authorizations. Student Personal Data may be processed
for legitimate educational purposes such as enrollment, course participation, assignments,
assessments, progress tracking, and communications, under the authority of the relevant Controller
and subject to applicable law. Where consent or authorization is specifically required for particular
features or processing activities, the responsible party under the relevant operational model must
obtain and document it.

2.7. Recordings involving minors. Where video, audio, image, or classroom recording features are
enabled in connection with Student participation, and where recordings are reused beyond the
original live cohort, such reuse shall occur only if expressly disclosed in advance and authorized by
the legally responsible party under the applicable operational model and in accordance with
applicable law.

The responsible party — Z-SCHOOL where Z-SCHOOL is legally the direct collector/operator for
that feature, or otherwise the relevant Organization/Educator in the relevant environment — is
responsible for determining whether recording enablement or reuse is permitted in that environment
and for ensuring appropriate notices/authorizations are obtained and retained where required.

2.8. If we become aware that Personal Data relating to a child or minor was collected by us without
the legally required authority or authorization, we will take appropriate steps, which may include
deletion, restriction, or suspension of processing, subject to applicable law and any valid retention
obligation.

2.9. If a request for erasure relates to the Personal Data of a child or minor, we may request adequate
proof of parental or guardian authority before acting on that request.

3. YOUR RIGHTS TO LIMIT OUR COLLECTION AND PROCESSING

You may have certain rights in relation to Personal Data held about you, subject to applicable law,
your jurisdiction, and the capacity in which Z-SCHOOL acts.

3.1. Consent

Where we process Personal Data based on consent, we will process such Personal Data within the
scope of that consent unless another lawful basis or lawful justification applies under applicable law.

3.2. Rights of Transparency / Access

Subject to applicable law, you may request information about the Personal Data relating to you that is
held and processed by Z-SCHOOL, and may be entitled to receive a copy of certain Personal Data or
to review it through an appropriate access method.

3.3. Right of Rectification

Subject to applicable law, you may request correction of Personal Data that is inaccurate, incomplete,
misleading, outdated, or otherwise incorrect.

3.4. Withdrawal of Consent

Where processing is based on consent, you may withdraw that consent at any time by contacting us at
contact@Z-SCHOOL.co.il. Withdrawal of consent does not affect processing already carried out
lawfully before withdrawal, and does not prevent continued processing where another lawful basis or
lawful justification applies.

Please note that if you withdraw consent for processing necessary for certain services or features, we
may be unable to continue providing those services or features, wholly or partially.

3.5. Right of Deletion



Subject to applicable law, you may request deletion or erasure of all or part of your Personal Data. Z-
SCHOOL will review and handle such requests in accordance with applicable law, technical
feasibility, our role in the relevant processing, and any overriding legal, operational, security, or
contractual basis permitting continued retention or processing.

Please note that deletion of certain data may affect service availability.
3.6. Automated Decision-Making

Z-SCHOOL does not intend to make solely automated decisions that produce legal or similarly
significant effects concerning you without any human involvement where applicable law prohibits
that. Where applicable law grants rights relating to automated decision-making or profiling, Z-
SCHOOL will address those rights in accordance with applicable law and the factual nature of the
relevant processing.

Important Notes:

e Exercise of privacy rights may be subject to identity verification and, where relevant, proof of
authority.

e Where Z-SCHOOL acts only as a Processor / service provider on behalf of a relevant
Organization/Controller, we may need to direct your request to that Controller or coordinate
with that Controller.

e Ifyou believe Z-SCHOOL has violated applicable privacy law, you may have the right to
lodge a complaint with the relevant supervisory authority or competent regulator, subject to
applicable law.

4. THE PERSONAL DATA WE COLLECT
4.1. Note on Principles relating to Data Collection

4.1.1. The Personal Data collected and used by Z-SCHOOL is limited to data reasonably necessary
for the purposes described in this Policy and for compliance with applicable law and our operational
obligations.

4.1.2. There may be cases in which you are not legally required to provide certain Personal Data.
However, where Personal Data is necessary to provide the Website, the Platform, a Course, a
transaction, a requested service, or support, failure to provide it may prevent us from providing the
relevant service or functionality.

4.1.3. We do not ask for Personal Data that is unnecessary for the relevant purpose. Users should
avoid uploading unnecessary third-party Personal Data or unnecessary sensitive data in free-text
fields, messages, support requests, or User Content.

4.2. Collection of Personal Data occurs
4.2.1. On our Website and/or Platform when you:

4.2.1.1. Create an account, sign up, sign in, authenticate, or otherwise access the Platform, including
through single sign-on (SSO) or other authentication tools where enabled;

4.2.1.2. Contact us through support channels, including in-platform chat, ticketing, support forms,
email, phone, or other contact channels displayed through the Website or Platform;

4.2.1.3. Browse the Website and/or use the Platform through cookies and similar technologies, as
further described in the separate Cookies and Tracking Technologies Policy;

4.2.1.4. Use LMS features, including scheduling lessons/classes, course delivery, attendance/status
where enabled, assignments, quizzes/tests, gradebook/results where enabled, course participation, and
progress dashboards;



4.2.1.5. Upload, submit, share, store, or otherwise process User Content through the Platform,
including lesson plans, tests, study materials, homework submissions, files, recordings, and
attachments;

4.2.1.6. Add, assign, invite, enroll, or manage other users and learning groups through the Platform,
including where Administrators, Educators, Organizations, or Content Purchasers input and manage
user information for enrollment, assignment, scheduling, entitlements, and role-based permissions;

4.2.1.7. Receive System Notices and other operational communications relating to classes, lessons,
scheduling, enrollment, purchases, security, and Platform alerts;

4.2.1.8. Purchase, license, access, assign, download, or otherwise obtain content, subscriptions,
services, or lectures through the Platform, including where such offerings are made available by
Educational Content Providers and where Content Purchasers assign or circulate such content to
other users;

4.2.1.9. Use Plugins and Integrations, where enabled. When you interact with authentication
providers, communication tools, analytics systems, payment services, video tools, or other add-ons,
we and/or the relevant providers may process technical and interaction data necessary to provide the
integration;

4.2.1.10. Use recording or multimedia features, where enabled. Where live or recorded sessions are
enabled, the Platform may process video, audio, images, chat messages, participation metadata, and
related content created during sessions.

5. WHAT ARE THE FIELDS OF PERSONAL DATA THAT WE MAY COLLECT AND
WHEN MIGHT WE COLLECT THEM

5.0. Transparency table

For ease of reference, the table below summarizes the main contexts in which Z-SCHOOL may
collect and process Personal Data, the main categories of Personal Data involved, the main purposes
of processing, the applicable lawful justifications, and the retention approach. This table is a layered
transparency aid and should be read together with Sections 4, 6, 7, 12, and 13 of this Policy.

The Lawful Justifications column is intended as a high-level summary. The specific lawful basis or
lawful justification may vary by jurisdiction, operational model, and the role in which Z-SCHOOL
acts.

Lawful justifications.

e  Where Israeli law applies, processing may rely on any of the following:
consent/authorization, processing necessary to provide requested services or operate the
Platform, compliance with legal obligations, protection of rights, security, fraud prevention,
and other grounds permitted by applicable law.

o Where EU/EEA or UK data protection law applies, processing may rely on any of the
following: consent, performance of contract, steps prior to contract, legal obligation,
legitimate interests, vital interests, or other lawful bases permitted by applicable law.

e Where U.S. law applies, processing may rely on any of the following: consent/authorization,
contractual necessity, service-provider / processor functions, legal compliance, security and
fraud-prevention needs, and other justifications permitted by applicable law.

e Where Z-SCHOOL acts as a Processor / service provider, processing is additionally carried
out on the documented instructions of the relevant Controller, subject to applicable law.
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5.1. We may collect Personal Data at the following junctions / under the following
circumstances:

5.1.1. When you contact us through our contact details / support channels

5.1.1.1. Your full name;

5.1.1.2. your email address and/or username;

5.1.1.3. your phone number, if you provide it;

5.1.1.4. the content of your inquiry and/or request, and any Personal Data you elect to include;
5.1.1.5. attachments you choose to provide.

5.1.2. When you log in to your registered account

5.1.2.1. Email address and/or username;

5.1.2.2. password or authentication secret stored in a secure form;

5.1.2.3. authentication and security event data, such as login timestamps, IP address, device/browser
information, and MFA status where enabled.

5.1.3. When you sign up to receive marketing materials and/or offers from us, where applicable
5.1.3.1. Your full name;
5.1.3.2. your email address;

5.1.3.3. any Personal Data contained in the body of a message, testimonial, or response you choose to
send.

Note: We do not knowingly send marketing communications to Student accounts.
5.1.4. When you sign up for a Course or purchase / license content

5.1.4.1. Your full name;

5.1.4.2. your email address;

5.1.4.3. your billing address;

5.1.4.4. payment token, masked payment reference, or other transaction reference supplied through
the relevant payment processor.



5.1.5. When you sign up to our services through the Website/Platform or are enrolled by an
Organization

5.1.5.1. Your full name;
5.1.5.2. your email address / username;

5.1.5.3. your role (for example: Administrator, Educational Content Provider, Student,
Parent/Guardian, Content Purchaser);

5.1.5.4. Organization affiliation, where applicable, and class/course/lesson membership and
scheduling data.

5.1.6. When Administrators, Educators, Organizations, and/or Content Purchasers assign /
enroll users and manage classes/courses

5.1.6.1. Student/user identifiers, such as name, email/username, student identifier as provided by the
enrolling organization, and role;

5.1.6.2. course/class/lesson enrollment and scheduling data;

5.1.6.3. permissions and access settings assigned to the user;

5.1.6.4. System Notice delivery metadata, such as routing preferences and timestamps.
5.1.7. When you use LMS learning features and upload / submit User Content

5.1.7.1. lesson plans, tests, and educational materials uploaded by Educators and/or Educational
Content Providers;

5.1.7.2. homework, submissions, and other content uploaded by Students;

5.1.7.3. quiz/test participation and results and gradebook entries, where enabled;

5.1.7.4. course progress indicators and feedback, where enabled;

5.1.7.5. in-platform classroom-related communications and operational notices, where enabled;

5.1.7.6. Educational Content Provider materials and related engagement/support analytics, where
applicable.

5.1.8. When you purchase or license content / lectures / subscriptions
5.1.8.1. purchaser identity and account identifiers;

5.1.8.2. transaction data, including purchase records, invoice details, timestamps, content identifiers,
and license/entitlement information;

5.1.8.3. billing address and tax-related details, where applicable;

5.1.8.4. payment method token / transaction reference, typically processed and stored by payment
providers rather than full card numbers;

5.1.8.5. assignment / circulation metadata, for example which users were granted access to Purchased
Content where applicable;

5.1.8.6. Educational Content Provider settlement data, where applicable, including business contact
details, payout instructions, tax/VAT information, invoices/receipts, and transaction / entitlement
reports necessary to administer listings, fulfill purchases, handle refunds/chargebacks, comply with
accounting/tax obligations, and manage payouts.

5.1.9. Multimedia data, where enabled: video/audio recordings, images, chat logs, attendance
markers, speaking/participation metadata, and content shared during sessions.

5.2. When you browse through our Website and/or use the Platform:

5.2.1. Automated browsing data, including information about your device, browser, operating system,
IP address, language preferences, and related technical data;

5.2.2. usage, diagnostic, and telemetry data relating to the Website and Platform,;



5.2.3. integration telemetry and plugin logs, including API calls, error records, latency, and related
1dentifiers;
5.2.4. information relating to your interaction with cookies and similar technologies, subject to

applicable law and your preferences and as further described in the separate Cookies and Tracking
Technologies Policy.

6. WHAT ARE THE PERMITTED PURPOSES FOR Z-SCHOOL’S USE OF YOUR
PERSONAL DATA

The purposes below describe processing activities only and do not create independent contractual
obligations beyond those defined in the Terms of Use.

Z-SCHOOL may use Personal Data for the following purposes:

6.1. To administer the Website and/or Platform, verify integrity and security, and ensure that content
and functionality are presented effectively;

6.2. to process contact requests, support inquiries, and provide customer and technical support;

6.3. to grant limited access to authorized employees, contractors, service providers, and support
personnel of Z-SCHOOL on a need-to-know basis for support, troubleshooting, compliance,
safeguarding/escalation, service administration, and related operational purposes, subject to
confidentiality obligations and access controls;

6.4. to process subscriptions, purchases, licenses, payouts, refunds, and related payment or
accounting workflows through third parties where required;

6.5. to operate LMS features, including course delivery, enrollment, scheduling, assignments,
quizzes/tests, gradebook/results where enabled, progress tracking, and System Notices;

6.6. to ensure that invited, enrolled, or assigned users receive the privileges, access, and permissions
applicable to their role;

6.7. to assess, analyze, and improve the performance, reliability, and efficacy of services and features
through analytics and statistical tools;

6.8. to ensure integrity, security, abuse prevention, fraud detection, account protection, incident
response, and enforcement of the Terms of Use and this Policy;

6.9. to comply with law, respond to lawful requests, establish or defend legal claims, and meet legal,
tax, audit, and regulatory obligations;

6.10. Courses or environments administered by the relevant Organization and/or Educator.
Where the Platform is used in a Course or environment administered by the relevant Organization
and/or Educator, Z-SCHOOL processes Personal Data primarily to provide infrastructure, hosting,
platform functionality, security, maintenance, support, and related services to that Organization
and/or Educator. In doing so, Z-SCHOOL does not thereby assume independent educational,
supervisory, or institutional responsibility beyond applicable law and express written agreement.

6.11. Use of Al tools and algorithms, where enabled. The Platform may use or include Al tools,
plug-in including Al tools and algorithms, all of which support the Platform functionality and
through use, Z-SCHOOL's internal business operations, for example improving search, helping
Educators draft or organize educational materials, assisting with summaries where enabled, detecting
abuse/security risks, and improving reliability and performance, subject to applicable law,
permissions, and the Terms of Use.

Where Al features are used within a Course or environment administered by the relevant
Organization and/or Educator, that Organization and/or Educator remains responsible for ensuring it
has appropriate authority to use those features within its environment and for its users, and Z-
SCHOOL processes Personal Data in connection with such features in accordance with this Policy,
applicable law, and the relevant agreement.



Where feasible, Z-SCHOOL may use aggregated or de-identified data to improve performance,
security, and internal Al-assisted operational tools, provided such data cannot reasonably identify an
individual.

Al-assisted features are designed as assistive tools only and are not intended to replace human
educational judgment. Z-SCHOOL will not use identifiable Student Personal Data, identifiable
Student User Content, or identifiable Educator Content to train general-purpose Al models unless a
lawful basis exists and any required permissions, consents, or documented instructions have been
obtained.

6.12. to enable, operate, and administer Plugins and Integrations, including authentication, access
management, communications, security monitoring, analytics, troubleshooting, and continuity across
Platform components;

6.13. to manage Platform integrity where third-party components are used, including ensuring
compatibility, diagnosing failures, enforcing security controls, and investigating suspected misuse;

6.14. where recording is enabled and lawfully authorized, to record, store, and provide access to
educational sessions for legitimate educational purposes, including enabling enrolled Students and
authorized personnel to review course materials and administer Courses. Access, reuse, retention, and
onward disclosure may be limited by the relevant operational model, role permissions, applicable
law, and the scope of any authorization or notice provided at onboarding or course registration;

6.15. to create internal and customer-facing reports and analytics regarding Platform usage, course
activity, feature performance, system reliability, and service quality, using aggregated and/or de-
identified data where feasible;

6.16. to develop, test, and improve internal operational tools, including Al-enabled tools for
reliability, security, abuse detection, operational analytics, and educator support, using aggregated,
anonymized, de-identified, and operational system data where feasible.

7. DATA PROTECTION ROLES AND MODEL-BASED ALLOCATION

Determination of controller or processor status depends on the factual processing activities, the
relevant operational model, and applicable law, and may vary by jurisdiction. Controller/Processor
status is not determined solely by labels used in contracts, interfaces, or customer communications.

7.1. Direct Z-SCHOOL-facing interactions and Z-SCHOOL-controlled processing. Where Z-
SCHOOL determines the purposes and means of processing, including in connection with direct
Website interactions, direct Platform account management, direct support, transactions involving Z-
SCHOOL, security monitoring, or similar operational purposes, Z-SCHOOL acts as a Data
Controller for those processing activities.

7.2. Courses or environments administered by the relevant Organization and/or Educator.
Where an Organization, institution, corporate customer, school, or private Educator uses the Platform
as hosted infrastructure, that Organization and/or Educator acts as the Data Controller for Personal
Data processed within its environment, and Z-SCHOOL acts as a Data Processor / service provider
for hosting, maintenance, support, security, and platform operation, subject to applicable agreements
and law.

7.3. Organizations and Educators. Educators and/or Organizations using the Platform
independently act as Controllers, or operate under the authority of the relevant Controller, for their
course administration, educational content, user management, enrollments, and student interactions
within their environment.

7.4. Z-SCHOOL as Controller for limited independent purposes. Notwithstanding the above, Z-
SCHOOL may act as an independent Controller for limited purposes such as security monitoring,
fraud prevention, service integrity, incident response, aggregated/de-identified analytics, platform
improvement, and compliance, to the extent permitted by applicable law. Incidental access by Z-
SCHOOL during support, troubleshooting, or security review does not by itself make Z-SCHOOL



the Controller of all educational records at issue, except to the extent Z-SCHOOL independently
determines the purposes and means of a specific processing activity.

7.5. Educational Content Providers. Educational Content Providers may act as independent
Controllers with respect to Personal Data they process for their own independent business purposes
outside the Platform or outside Z-SCHOOL’s/another Controller’s instructions. Where they process
Personal Data solely as part of Platform fulfillment under Z-SCHOQOL’s or another Controller’s
documented instructions, they may instead act as processors/service providers, depending on the
arrangement.

7.6. FERPA / COPPA allocation. As between Z-SCHOOL and the relevant Organization and/or
Educator, the Organization and/or Educator is responsible for compliance with student-enrollment,
notice, authorization, parental-consent, school-consent, educational-use, and student-record
governance requirements applicable within its environment, including FERPA and COPPA where
applicable.

Where applicable law independently imposes duties on service providers or operators, Z-SCHOOL
will comply with those non-waivable duties to the extent they apply.

8. RESPONSIBILITY TO ACQUIRE REQUIRED AUTHORITY / CONSENT FROM SUB-
USERS AND TO USE THE PLATFORM LAWFULLY

8.1. Ifyou create, invite, enroll, provision, or otherwise manage sub-users under your account or
within your environment, it is your responsibility to ensure that you have the legal authority to
provide Z-SCHOOL with their Personal Data and to use the Platform for that purpose. This
responsibility applies in particular to Organizations and/or Educators administering accounts, rosters,
enrollments, Parent/Guardian access, or role assignments through the Platform.

8.2. Content Purchasers. If you purchase or license content or educational offerings through the
Platform and assign or circulate them to other users through the Platform, you are responsible for
ensuring that you have the authority to enroll those users, to provide their Personal Data to Z-
SCHOOL for Platform access and administration, and to comply with applicable law, including
where such users are minors.

8.3. Courses or environments administered by the relevant Organization and/or Educator.
Where an Organization and/or Educator administers a Course or environment through the Platform,
that Organization and/or Educator is responsible for:

(1) defining roles and permissions;

(i1) determining which data fields are collected in its courses, workflows, and learning environments;
and

(ii1) ensuring that it has a lawful basis and authority to provide Personal Data of its users to Z-
SCHOOL for hosting, platform operation, support, and related services.

8.4. You are responsible for ensuring lawful enrollment, lawful authority, and any required notices,
authorizations, or consents, subject to applicable law. Any indemnification or contractual allocation
relating to such failures is governed by the Terms of Use and not expanded by this Policy.

8.5. If you upload User Content, you are responsible for ensuring that you have the rights and
permissions to upload such content and that you do not include unnecessary Personal Data of third
parties.

8.6. If you upload or share content that violates the rights of third parties, applicable law, or the
Terms of Use, you remain responsible for that content to the extent provided by applicable law and
the Terms of Use.

9. HOW WE PROTECT YOUR PERSONAL DATA



9.1. We implement technical and organizational measures designed to protect Personal Data against
unauthorized or unlawful access, disclosure, alteration, loss, destruction, or misuse, taking into
account the nature of the Personal Data, the scope and context of processing, and the applicable legal
requirements. Israeli data-security regulations require database controllers to maintain structured
security documentation, risk handling, access controls, monitoring, incident procedures, and
outsourcing controls, including annual review and documentation duties in relevant cases.

9.2. Please note that there are inherent risks in transmission of information over the Internet and in
electronic storage systems. While we strive to use commercially reasonable and legally required
safeguards, no system or method of transmission is entirely secure.

9.3. Accordingly, while we strive to protect your Personal Data, we cannot guarantee absolute
security. We do, however, process Personal Data only for the purposes stated in this Policy or as
otherwise permitted by applicable law.

9.4. Nothing in this Policy limits any non-waivable rights you may have under applicable law.
Contractual limitations of liability, disclaimers, and related risk allocation are governed by the Terms
of Use, except to the extent non-waivable law provides otherwise.

10. HOW YOU CAN ASSIST IN PROTECTING YOUR PERSONAL DATA

10.1. If you receive an email, notice, or message that appears suspicious, refers to an order or request
you do not recall making, or otherwise appears fraudulent, please contact us and report it.

10.2. Please note that we will not ordinarily ask for full payment card details through ordinary chat or
email channels.

10.3. Your password and credentials protect your user account, and you are responsible for
maintaining their confidentiality and integrity. We encourage you to use a unique and strong
password, enable MFA where available, and avoid sharing credentials with third parties.

10.4. If you believe your credentials have been stolen, compromised, or misused, please contact us as
soon as possible at: contact@Z-SCHOOL.co.il, so that we may take appropriate protective steps.

10.5. Where we send marketing communications, we will do so using the channels and contact details
associated with those communications, and we will not ask for unnecessary sensitive information in
those communications.

11. THIRD-PARTY SITES AND THIRD-PARTY SERVICES

11.1. Our Website and/or Platform may contain links to third-party websites, payment pages, social
media platforms, embedded tools, Plugins, Integrations, and other third-party services, including
authentication providers, video tools, analytics tools, communication tools, and payment services. We
do not control such third-party sites or services, and your use of them is at your own risk.

11.2. Z-SCHOOL is not responsible for the privacy practices of third-party sites or services acting as
independent controllers. Such third-party services are governed by their own privacy policies and
terms, and you should review those policies before providing Personal Data to them.

11.3. Z-SCHOOL is not responsible for the content made available by such third-party sites or
services and does not necessarily endorse any products, information, or services offered by them.

11.4. Where Plugins, embedded services, or third-party tools are enabled, they may collect or receive
certain technical, usage, and interaction information necessary to function. Interoperation with such
third-party services does not by itself make Z-SCHOOL the independent Controller of all
downstream third-party processing.

12. DATA RETENTION AND DELETION



12.1.

Z-SCHOOL deletes, restricts, or irreversibly anonymizes Personal Data where the purpose for which
the data was collected or processed no longer applies, except to the extent retention is required or
permitted by applicable law, necessary for legitimate operational needs, or required by the
instructions of the relevant Controller in environments administered by an Organization and/or
Educator through the Platform. Retention under this Policy does not alter contractual retention
allocations or export/transition rights described in the Terms of Use.

12.2.

We may retain Personal Data to the extent and for as long as reasonably necessary for purposes such
as:

12.2.1. providing the Website, Platform, Courses, subscriptions, licenses, and related services;

12.2.2. resolving disputes, chargebacks, refunds, complaints, or unresolved issues relating to an
account or transaction;

12.2.3. meeting legal, tax, audit, accounting, regulatory, or evidentiary obligations;

12.2.4. fraud prevention, security monitoring, incident investigation, compliance verification, and
defense of legal claims;

12.2.5. cooperating with lawful requests, investigations, or regulatory inquiries to the extent required
or permitted by law.

12.3. Certain categories of Personal Data may be retained only for as long as the relevant purpose
persists. For example, support correspondence, browser-derived data, cookie-related preferences, and
certain diagnostics may be retained only for as long as necessary for the relevant operational, legal,
consent-based, or security purpose.

12.4. We will also review and act upon deletion/erasure requests in accordance with applicable law,
subject to our role in the relevant processing, technical feasibility, valid legal retention obligations,
and any lawful basis for continued retention or processing.

12.5. Where the Terms of Use or an applicable agreement provides an Organization with a post-
termination export window, such export rights are contractual matters governed by those terms or
agreements; this Policy governs privacy retention and deletion only and does not independently
create additional export rights.

13. TRANSFER AND SHARING OF YOUR PERSONAL DATA

13.1. We do not sell, trade, or otherwise transfer Personal Data to outside parties except as
specifically stated in this Policy, as required for the provision of services, as permitted by applicable
law, or with your consent where required.

Where the Platform is administered by the relevant Organization and/or Educator, disclosures and
transfers of Personal Data relating to that environment may be performed by Z-SCHOOL as a Data
Processor / service provider under the instructions of the relevant Data Controller, subject to
applicable law and contractual obligations.

13.2. The above does not include trusted service providers, contractors, and sub-processors who
assist us in operating the Website, Platform, transactions, communications, support, analytics,
security, or other permitted business activities.

13.3. Before or in connection with such transfers, such recipients are required by contract, law, or
both to maintain confidentiality and to use Personal Data only for the purposes for which it was
shared, subject to applicable law.

13.4. Personal Data may be transferred to or accessed by service providers, affiliates, advisers, or
contractors located in jurisdictions outside your own jurisdiction, including jurisdictions that may not
provide the same level of data protection as your home jurisdiction.



13.5. Where transfers occur outside the EEA/UK or involve Israeli-database transfer restrictions, we
will implement the transfer mechanism and safeguards required by applicable law. The Israeli
Protection of Privacy Law and related regulations expressly contemplate consent, database
registration triggers, transfer-abroad details, processor activities, and information-security
governance as part of the legal framework.

13.6. Without derogating from the foregoing, our service providers and other third parties are
expected to provide privacy and security commitments appropriate to the role they perform and the
data involved.

13.7. Beyond the above, we may share Personal Data for the following purposes:
13.7.1. Legal obligations and law enforcement

Where required or permitted by applicable law, regulation, court order, or competent authority,
including to establish, exercise, or defend legal claims.

13.7.2. Prevention of harm, abuse, or fraud

To detect, investigate, and prevent fraud, security incidents, abuse, misuse, threats to users, or
conduct that may violate law, the Terms of Use, or Platform integrity.

13.7.3. Protection of our legitimate interests

To enforce our rights under this Policy, the Terms of Use, other platform rules, or applicable
agreements, subject to applicable law.

13.7.4. Service infrastructure and operations
Including, but not limited to:
13.7.4.1. network and cybersecurity providers;

13.7.4.2. cloud, infrastructure, CRM, and operational SaaS providers, including AWS where
applicable;

13.7.4.3. IT maintenance, development, hosting, backup, and support providers;
13.7.4.4. analytics, diagnostics, and statistical service providers;
13.7.4.5. managed service providers and infrastructure partners, including ISYC;

13.7.4.6. Plugins and Integrations providers. Where enabled, we may share necessary Personal Data,
or permit access to such data, to operate the integration, provide support, maintain security, process
authentication, enable communications, or ensure continuity, subject to applicable law, contractual
controls, and data minimization. In environments administered by the relevant Organization and/or
Educator, such sharing may occur under the instructions or authorization of the relevant Controller.

13.7.5. Marketplace / content fulfillment

Where Educational Content Providers offer paid or licensed content through the Platform, we may
share limited transaction, entitlement, support, payout, reconciliation, and integrity-related
information with the relevant provider solely as necessary to fulfill purchases, provide support,
administer refunds/chargebacks, manage payouts, and maintain content integrity, subject to
confidentiality and applicable law.

13.7.6. Corporate transactions

In the event of a merger, acquisition, reorganization, sale of assets, share sale, financing, insolvency
proceeding, or similar transaction involving Z-SCHOOL, the Platform, or the business operating it,
Personal Data and related information may be disclosed and/or transferred to advisers, potential
counterparties, lenders, investors, administrators, and a successor entity or purchaser as part of that
transaction, subject to confidentiality commitments and applicable data protection law. Where
required by law, we will provide any required notice.

13.7.7. Sharing within the educational environment



Personal Data and educational records may be shared within the Platform between authorized users,
such as Educators, instructional staff, Administrators, and other authorized roles, to enable course
delivery, assessment workflows, student support, operational administration, academic integrity
functions, and related purposes, subject to role permissions and applicable law.

13.7.8. Parent/Guardian access

Where Parent/Guardian features are enabled, the Platform may share Student-related information
with the relevant Parent/Guardian account to allow monitoring and support of the Student, subject to
the relevant authorization, role permissions, and applicable law. Enabling Parent/Guardian access
does not expand access beyond the categories of information and functions designed for that feature.

13.7.9. Aggregated / de-identified information

We may share aggregated, anonymized, statistical, or de-identified information that does not identify
an individual and cannot reasonably be re-identified under applicable law.

Third-party provider roles. Depending on the specific Plugin or Integration, the provider may
process Personal Data as:

(1) a processor/sub-processor acting on our behalf;

(i1) a processor acting on behalf of the relevant Organization and/or Educator; and/or

(ii1) in limited cases, an independent controller under its own terms.

14. UPDATES AND CHANGES TO THIS DATA PROTECTION AND PRIVACY POLICY
14.1.

We may revise this Policy from time to time. The updated Policy will be effective as of the “Last
Updated” date above. Where required by applicable law, or where changes are material, we will
provide notice through the Website, Platform, email, or other reasonable means.

14.2. For purposes of this Policy, “material changes” may include, for example:

(1) changes introducing new categories of Personal Data collected;

(i1) material changes to the purposes for which Personal Data is processed;

(ii1) material expansion of disclosures to third parties;

(iv) material changes to retention practices;

(v) material changes to cross-border transfer mechanisms;

(vi) material changes to the use of cookies and tracking technologies as described in the separate
Cookies and Tracking Technologies Policy; or

(vil) material changes affecting the processing of Student Personal Data or minors’ data, including
recordings and Al-related processing.

14.3. If a change requires consent or renewed authorization under applicable law, we will obtain such
consent or authorization before applying that change to the relevant processing activity.

14.4. Nothing in this Policy limits or waives rights or remedies that cannot be excluded under
applicable law, including statutory privacy and data protection rights.

14.5. Where the Platform is used in an environment administered by the relevant Organization and/or
Educator and Z-SCHOOL acts as a Data Processor / service provider, that Organization and/or
Educator may issue its own privacy notices and updates regarding processing within its environment.
In such cases, Z-SCHOOL may assist in delivering notices through Platform functionality, but the
relevant Controller remains responsible for determining whether notice, consent, authorization, or
another lawful basis is required for processing conducted under its control.

14.6. Unless required by law, changes to this Policy apply prospectively from the effective date. For
Student Personal Data and minors’ data, if a change would require renewed authorization or consent
under applicable law, the relevant processing will not occur unless and until the required
authorization/consent is obtained, or another lawful basis applies and is permitted.



14.7. This Policy governs Personal Data processing transparency and privacy rights. The Terms of
Use govern contractual responsibilities, educational roles, disclaimers, marketplace allocation,
limitation of liability, and indemnity. In the event of a conflict regarding Personal Data processing
disclosures or statutory privacy rights, this Policy controls to that extent; however, it does not expand
contractual obligations beyond the Terms of Use except where required by non-waivable law.

15. EU/ UK REPRESENTATIVE; DPO / PRIVACY CONTACT
15.1. EU Representative (if applicable)

Where and to the extent required by Article 27 GDPR or equivalent applicable law, Z-SCHOOL will
designate an EU representative and publish the relevant contact details here:

EU Representative:

Name: DCI FINANCE & ACCOUNTING S.A.
Address: 61, Panepistimiou str. , 10564, Athens
Email: contact@Z-SCHOOL.com

Phone: +30210.36.44.319

15.2. UK Representative (if applicable)

Where required by applicable UK data protection law, Z-SCHOOL hereby appoints the following
UK Representative:

UK Representative:

Name: DCI FINANCE & ACCOUNTING S.A.
Address: 61, Panepistimiou str. , 10564, Athens
Email: contact@Z-SCHOOL.com

Phone: +30210.36.44.319

15.3. Data Protection Officer / Privacy Contact

Z-SCHOOL has determined that appointment of a formal Data Protection Officer is not currently
required for the processing activities covered by this Policy. Privacy and data protection inquiries
may be directed to:

Privacy Contact:

Email: contact@Z-SCHOOL.co.il

Additional contact details: yanivwZ-SCHOOQOL.co.il

If designation of a Data Protection Officer becomes legally required, Z-SCHOOL will update this
Policy and publish the relevant contact details here. GDPR Articles 27 and 37 only require a
representative or a DPO in specified circumstances, not automatically in every case.

ADDITIONAL PRIVACY PROTECTION TERMS FOR U.S. RESIDENTS

A number of U.S. states have enacted comprehensive privacy laws that may grant residents additional
rights with respect to the processing of “personal information” or “personal data.” This Supplement
applies only to the extent such laws apply to the relevant processing and to the relevant user.

This Supplement also reflects the educational context of the Platform, including use by schools,
Organizations, Educators, Parents/Guardians, and minors, and should be read together with Section 2
(Personal Data of Children and Minors), Section 7 (Data Protection Roles and Model-Based
Allocation), and Section 13 (Transfer and Sharing of Your Personal Data).

Notice at Collection on Personal Information Collected and Processed

We collect and process Personal Information in connection with educational services, account
creation, course participation, assignments, assessments, communications, system logs, analytics,



safeguarding, transactions, and service operation, as further described in Sections 4, 5, 6, 12, and 13
of this Policy.

The Platform may operate both in direct Z-SCHOOL-facing contexts and in Courses or environments
administered by the relevant Organization and/or Educator, which may affect which party acts as the
primary controller/business with respect to particular Personal Information.

Controller allocation notice

Depending on the operational model, Personal Information may be processed either by Z-SCHOOL
as Data Controller / business (for direct Website/Platform interactions and other Z-SCHOOL-
controlled processing) or by an Organization, school, institution, or Educator acting as the primary
controller/business in environments it administers through the Platform, as described in Section 7.

Children / Students

We do not knowingly sell Student Personal Information for monetary value and do not use Student
Personal Data for cross-context behavioral advertising or targeted advertising.

Requests to Exercise Rights under U.S. State Laws

Subject to applicable law and verification requirements, eligible U.S. residents may have rights to
request access, portability, correction, deletion, and, where applicable, opt-out of sale, sharing,
targeted advertising, or certain profiling.

Requests may be made through: contact@Z-SCHOOL.co.il

In educational environments, certain requests may need to be routed through the relevant school,
Organization, institution, or Educator acting as the primary controller/business for Student
information.

We will not unlawfully discriminate against a user for exercising applicable privacy rights.
Right to Know / Access

You may request information about our collection, use, and disclosure of your Personal Information,
subject to applicable law.

Right to Delete

You may request deletion of Personal Information collected from you, subject to statutory and legal
exceptions.

Right to Correct
Y ou may request correction of inaccurate Personal Information maintained about you.
Right to Opt Out of Sale / Sharing / Targeted Advertising

We do not sell Personal Information for monetary value. We do not use Student Personal Information
for cross-context behavioral advertising or targeted advertising.

Where applicable state law defines certain analytics, advertising, or measurement activities as
“sharing” or targeted advertising, and where such activities are actually in use, you may exercise any
applicable opt-out right.

Where required by applicable U.S. law and where relevant technologies are in use:
e opt-out requests may be submitted via the methods made available by Z-SCHOOL;

o recognized Global Privacy Control (GPC) or similar opt-out preference signals may be
honored for the browser or device in the manner required by law.

Additional Information About Requests

o We may need to verify your identity and, where applicable, the authority of your authorized
agent.

e We will respond within the timeframe required by applicable law.



o Where applicable law provides an appeal right, instructions for appeal will be provided in our
response.

AI USE

We may use aggregated, anonymized, statistical, or de-identified information derived from Platform
usage to improve service performance, reliability, safeguarding, abuse detection, security, and
internal Al-enabled operational tools.

We do not use identifiable Student Personal Information or identifiable Student User Content to train
general-purpose Al models unless appropriate legal authorization, lawful basis, and any required
permissions exist.

Al-assisted features are used for operational support and educational assistance and do not replace
human educational judgment.

Corporate Transactions

In the event of a merger, acquisition, reorganization, restructuring, financing, sale of assets, share
sale, or other corporate transaction involving Z-SCHOOL or the Platform, Personal Information may
be disclosed to advisers, potential purchasers, lenders, or counterparties and may be transferred to a
successor entity or purchaser as part of such transaction, subject to confidentiality obligations and
applicable data protection laws.

Any successor entity receiving Personal Information will be expected to honor materially similar
privacy commitments unless and until users are provided notice of material changes as required by
applicable law. Where children’s data is involved, processing must remain consistent with applicable
legal requirements.

Appeal Rights

Depending on your U.S. state of residency and the law that applies to the relevant processing, you
may be able to appeal a decision we have made in connection with your privacy rights request by
contacting us as instructed in our response.

Contact for U.S. Requests
e Email: contact@Z-SCHOOL.co.il

e Authorized Agents: You may submit proof of authorization for an authorized agent as
instructed through our privacy contact channels, and we may verify both your identity and the
agent’s authority.


mailto:contact@Z-SCHOOL.co.il

	Data Protection and Privacy Policy
	מדיניות הגנת מידע ופרטיות – זד סקול (Z-School)
	שים לב, הטקסט בעברית להלן הוא תרגום לצורכי נוחות בלבד, ואינו מחייב. הטקסט המחייב הוא הטקסט באנגלית בלבד.
	Privacy at a Glance
	Who we are
	What information we may collect
	Why we use Personal Data
	Minors and student data
	AI-related use
	Sharing of Personal Data
	International transfers
	How long we keep data
	Your privacy rights
	How our role may change
	Security
	Cookies and similar technologies
	Changes to the Privacy Policy
	Contact us
	PREAMBLE
	Platform nature and operating model
	Educational records and learning activity
	Aggregated / de-identified analytics
	Controller / processor roles
	Interpretive note
	Relationship with the Terms of Use
	Moodle / infrastructure notice
	Third-party components and integrations


	1. GENERAL PRINCIPLES OF OUR DATA PROTECTION
	1.1. Z-SCHOOL is committed to ensuring that your Personal Data is processed in accordance with applicable law, proportionately, in good faith, for legitimate and disclosed purposes, and subject to appropriate technical and organizational safeguards.
	1.2. This Policy explains the categories of Personal Data Z-SCHOOL may collect, process, use, disclose, retain, delete, and otherwise process through the Website and the Platform, and explains the rights available to data subjects under applicable law.
	1.3. This Policy should be read together with Z-SCHOOL’s separate Cookies and Tracking Technologies Policy, which describes the cookies, pixels, SDKs, tags, local storage, and similar technologies used on the Website and, where applicable, on the Plat...
	1.4. We collect and process Personal Data in a manner proportionate to the purposes described in this Policy, taking into account the nature of the data, the context of processing, and the risks to the rights and freedoms of individuals.
	1.5. Where Personal Data is processed by external processors, service providers, or sub-processors on our behalf, Z-SCHOOL requires them, through contract and/or applicable law, to implement appropriate privacy, confidentiality, security, and data pro...
	1.6. If you object to processing that is necessary for the performance of a contract, for compliance with legal obligations, or for other lawful grounds or justifications permitted by applicable law, certain Website or Platform services may not be ava...
	1.7. Role-based access and confidentiality. The Platform uses role-based permissions. Access to Personal Data within the Platform may depend on your role and the settings determined by Z-SCHOOL or by the relevant Organization administering your access.
	1.8. Third-party components (Plugins and Integrations). The Platform may include Plugins and Integrations operated by third-party providers. Where such providers process Personal Data, they may do so as processors/sub-processors on our behalf, on beha...
	1.9. Visibility of educational records within the Platform. The Platform is designed to enable educational workflows. Accordingly, Personal Data and User Content you upload or submit may be visible to other authorized users within the same educational...

	2. PERSONAL DATA OF CHILDREN AND MINORS
	2.1. United States (COPPA – children under 13)
	2.2. EU/EEA (GDPR – children below the age of digital consent)
	2.3. UK (UK GDPR)
	2.4. Responsibility for enrollment of minors by others. If a Parent/Guardian, Content Purchaser, Administrator, Educator, Organization, or other enrolling party registers a Student, uploads a roster, or circulates Purchased Content to Students through...
	2.5. Organization / Educator responsibility. Where the Platform is used through a relevant Organization and/or Educator, that Organization and/or Educator is responsible for providing required notices to Parents/Guardians and obtaining legally require...
	2.6. Educational-purpose processing and authorizations. Student Personal Data may be processed for legitimate educational purposes such as enrollment, course participation, assignments, assessments, progress tracking, and communications, under the aut...
	2.7. Recordings involving minors. Where video, audio, image, or classroom recording features are enabled in connection with Student participation, and where recordings are reused beyond the original live cohort, such reuse shall occur only if expressl...
	2.8. If we become aware that Personal Data relating to a child or minor was collected by us without the legally required authority or authorization, we will take appropriate steps, which may include deletion, restriction, or suspension of processing, ...
	2.9. If a request for erasure relates to the Personal Data of a child or minor, we may request adequate proof of parental or guardian authority before acting on that request.

	3. YOUR RIGHTS TO LIMIT OUR COLLECTION AND PROCESSING
	3.1. Consent
	3.2. Rights of Transparency / Access
	3.3. Right of Rectification
	3.4. Withdrawal of Consent
	3.5. Right of Deletion
	3.6. Automated Decision-Making

	4. THE PERSONAL DATA WE COLLECT
	4.1. Note on Principles relating to Data Collection
	4.1.1. The Personal Data collected and used by Z-SCHOOL is limited to data reasonably necessary for the purposes described in this Policy and for compliance with applicable law and our operational obligations.
	4.1.2. There may be cases in which you are not legally required to provide certain Personal Data. However, where Personal Data is necessary to provide the Website, the Platform, a Course, a transaction, a requested service, or support, failure to prov...
	4.1.3. We do not ask for Personal Data that is unnecessary for the relevant purpose. Users should avoid uploading unnecessary third-party Personal Data or unnecessary sensitive data in free-text fields, messages, support requests, or User Content.

	4.2. Collection of Personal Data occurs
	4.2.1. On our Website and/or Platform when you:
	4.2.1.1. Create an account, sign up, sign in, authenticate, or otherwise access the Platform, including through single sign-on (SSO) or other authentication tools where enabled;
	4.2.1.2. Contact us through support channels, including in-platform chat, ticketing, support forms, email, phone, or other contact channels displayed through the Website or Platform;
	4.2.1.3. Browse the Website and/or use the Platform through cookies and similar technologies, as further described in the separate Cookies and Tracking Technologies Policy;
	4.2.1.4. Use LMS features, including scheduling lessons/classes, course delivery, attendance/status where enabled, assignments, quizzes/tests, gradebook/results where enabled, course participation, and progress dashboards;
	4.2.1.5. Upload, submit, share, store, or otherwise process User Content through the Platform, including lesson plans, tests, study materials, homework submissions, files, recordings, and attachments;
	4.2.1.6. Add, assign, invite, enroll, or manage other users and learning groups through the Platform, including where Administrators, Educators, Organizations, or Content Purchasers input and manage user information for enrollment, assignment, schedul...
	4.2.1.7. Receive System Notices and other operational communications relating to classes, lessons, scheduling, enrollment, purchases, security, and Platform alerts;
	4.2.1.8. Purchase, license, access, assign, download, or otherwise obtain content, subscriptions, services, or lectures through the Platform, including where such offerings are made available by Educational Content Providers and where Content Purchase...
	4.2.1.9. Use Plugins and Integrations, where enabled. When you interact with authentication providers, communication tools, analytics systems, payment services, video tools, or other add-ons, we and/or the relevant providers may process technical and ...
	4.2.1.10. Use recording or multimedia features, where enabled. Where live or recorded sessions are enabled, the Platform may process video, audio, images, chat messages, participation metadata, and related content created during sessions.



	5. WHAT ARE THE FIELDS OF PERSONAL DATA THAT WE MAY COLLECT AND WHEN MIGHT WE COLLECT THEM
	5.0. Transparency table
	5.1. We may collect Personal Data at the following junctions / under the following circumstances:
	5.1.1. When you contact us through our contact details / support channels
	5.1.1.1. Your full name;
	5.1.1.2. your email address and/or username;
	5.1.1.3. your phone number, if you provide it;
	5.1.1.4. the content of your inquiry and/or request, and any Personal Data you elect to include;
	5.1.1.5. attachments you choose to provide.

	5.1.2. When you log in to your registered account
	5.1.2.1. Email address and/or username;
	5.1.2.2. password or authentication secret stored in a secure form;
	5.1.2.3. authentication and security event data, such as login timestamps, IP address, device/browser information, and MFA status where enabled.

	5.1.3. When you sign up to receive marketing materials and/or offers from us, where applicable
	5.1.3.1. Your full name;
	5.1.3.2. your email address;
	5.1.3.3. any Personal Data contained in the body of a message, testimonial, or response you choose to send.

	5.1.4. When you sign up for a Course or purchase / license content
	5.1.4.1. Your full name;
	5.1.4.2. your email address;
	5.1.4.3. your billing address;
	5.1.4.4. payment token, masked payment reference, or other transaction reference supplied through the relevant payment processor.

	5.1.5. When you sign up to our services through the Website/Platform or are enrolled by an Organization
	5.1.5.1. Your full name;
	5.1.5.2. your email address / username;
	5.1.5.3. your role (for example: Administrator, Educational Content Provider, Student, Parent/Guardian, Content Purchaser);
	5.1.5.4. Organization affiliation, where applicable, and class/course/lesson membership and scheduling data.

	5.1.6. When Administrators, Educators, Organizations, and/or Content Purchasers assign / enroll users and manage classes/courses
	5.1.6.1. Student/user identifiers, such as name, email/username, student identifier as provided by the enrolling organization, and role;
	5.1.6.2. course/class/lesson enrollment and scheduling data;
	5.1.6.3. permissions and access settings assigned to the user;
	5.1.6.4. System Notice delivery metadata, such as routing preferences and timestamps.

	5.1.7. When you use LMS learning features and upload / submit User Content
	5.1.7.1. lesson plans, tests, and educational materials uploaded by Educators and/or Educational Content Providers;
	5.1.7.2. homework, submissions, and other content uploaded by Students;
	5.1.7.3. quiz/test participation and results and gradebook entries, where enabled;
	5.1.7.4. course progress indicators and feedback, where enabled;
	5.1.7.5. in-platform classroom-related communications and operational notices, where enabled;
	5.1.7.6. Educational Content Provider materials and related engagement/support analytics, where applicable.

	5.1.8. When you purchase or license content / lectures / subscriptions
	5.1.8.1. purchaser identity and account identifiers;
	5.1.8.2. transaction data, including purchase records, invoice details, timestamps, content identifiers, and license/entitlement information;
	5.1.8.3. billing address and tax-related details, where applicable;
	5.1.8.4. payment method token / transaction reference, typically processed and stored by payment providers rather than full card numbers;
	5.1.8.5. assignment / circulation metadata, for example which users were granted access to Purchased Content where applicable;
	5.1.8.6. Educational Content Provider settlement data, where applicable, including business contact details, payout instructions, tax/VAT information, invoices/receipts, and transaction / entitlement reports necessary to administer listings, fulfill p...

	5.1.9. Multimedia data, where enabled: video/audio recordings, images, chat logs, attendance markers, speaking/participation metadata, and content shared during sessions.

	5.2. When you browse through our Website and/or use the Platform:
	5.2.1. Automated browsing data, including information about your device, browser, operating system, IP address, language preferences, and related technical data;
	5.2.2. usage, diagnostic, and telemetry data relating to the Website and Platform;
	5.2.3. integration telemetry and plugin logs, including API calls, error records, latency, and related identifiers;
	5.2.4. information relating to your interaction with cookies and similar technologies, subject to applicable law and your preferences and as further described in the separate Cookies and Tracking Technologies Policy.


	6. WHAT ARE THE PERMITTED PURPOSES FOR Z-SCHOOL’S USE OF YOUR PERSONAL DATA
	6.1. To administer the Website and/or Platform, verify integrity and security, and ensure that content and functionality are presented effectively;
	6.2. to process contact requests, support inquiries, and provide customer and technical support;
	6.3. to grant limited access to authorized employees, contractors, service providers, and support personnel of Z-SCHOOL on a need-to-know basis for support, troubleshooting, compliance, safeguarding/escalation, service administration, and related oper...
	6.4. to process subscriptions, purchases, licenses, payouts, refunds, and related payment or accounting workflows through third parties where required;
	6.5. to operate LMS features, including course delivery, enrollment, scheduling, assignments, quizzes/tests, gradebook/results where enabled, progress tracking, and System Notices;
	6.6. to ensure that invited, enrolled, or assigned users receive the privileges, access, and permissions applicable to their role;
	6.7. to assess, analyze, and improve the performance, reliability, and efficacy of services and features through analytics and statistical tools;
	6.8. to ensure integrity, security, abuse prevention, fraud detection, account protection, incident response, and enforcement of the Terms of Use and this Policy;
	6.9. to comply with law, respond to lawful requests, establish or defend legal claims, and meet legal, tax, audit, and regulatory obligations;
	6.10. Courses or environments administered by the relevant Organization and/or Educator. Where the Platform is used in a Course or environment administered by the relevant Organization and/or Educator, Z-SCHOOL processes Personal Data primarily to pro...
	6.11. Use of AI tools and algorithms, where enabled. The Platform may use or include AI tools, plug-in including AI tools and algorithms, all of which support the Platform functionality and through use, Z-SCHOOL's internal business operations, for exa...
	6.12. to enable, operate, and administer Plugins and Integrations, including authentication, access management, communications, security monitoring, analytics, troubleshooting, and continuity across Platform components;
	6.13. to manage Platform integrity where third-party components are used, including ensuring compatibility, diagnosing failures, enforcing security controls, and investigating suspected misuse;
	6.14. where recording is enabled and lawfully authorized, to record, store, and provide access to educational sessions for legitimate educational purposes, including enabling enrolled Students and authorized personnel to review course materials and ad...
	6.15. to create internal and customer-facing reports and analytics regarding Platform usage, course activity, feature performance, system reliability, and service quality, using aggregated and/or de-identified data where feasible;
	6.16. to develop, test, and improve internal operational tools, including AI-enabled tools for reliability, security, abuse detection, operational analytics, and educator support, using aggregated, anonymized, de-identified, and operational system dat...

	7. DATA PROTECTION ROLES AND MODEL-BASED ALLOCATION
	7.1. Direct Z-SCHOOL-facing interactions and Z-SCHOOL-controlled processing. Where Z-SCHOOL determines the purposes and means of processing, including in connection with direct Website interactions, direct Platform account management, direct support, ...
	7.2. Courses or environments administered by the relevant Organization and/or Educator. Where an Organization, institution, corporate customer, school, or private Educator uses the Platform as hosted infrastructure, that Organization and/or Educator a...
	7.3. Organizations and Educators. Educators and/or Organizations using the Platform independently act as Controllers, or operate under the authority of the relevant Controller, for their course administration, educational content, user management, enr...
	7.4. Z-SCHOOL as Controller for limited independent purposes. Notwithstanding the above, Z-SCHOOL may act as an independent Controller for limited purposes such as security monitoring, fraud prevention, service integrity, incident response, aggregated...
	7.5. Educational Content Providers. Educational Content Providers may act as independent Controllers with respect to Personal Data they process for their own independent business purposes outside the Platform or outside Z-SCHOOL’s/another Controller’s...
	7.6. FERPA / COPPA allocation. As between Z-SCHOOL and the relevant Organization and/or Educator, the Organization and/or Educator is responsible for compliance with student-enrollment, notice, authorization, parental-consent, school-consent, educatio...
	Where applicable law independently imposes duties on service providers or operators, Z-SCHOOL will comply with those non-waivable duties to the extent they apply.

	8. RESPONSIBILITY TO ACQUIRE REQUIRED AUTHORITY / CONSENT FROM SUB-USERS AND TO USE THE PLATFORM LAWFULLY
	8.1.  If you create, invite, enroll, provision, or otherwise manage sub-users under your account or within your environment, it is your responsibility to ensure that you have the legal authority to provide Z-SCHOOL with their Personal Data and to use ...
	8.2. Content Purchasers. If you purchase or license content or educational offerings through the Platform and assign or circulate them to other users through the Platform, you are responsible for ensuring that you have the authority to enroll those us...
	8.3. Courses or environments administered by the relevant Organization and/or Educator. Where an Organization and/or Educator administers a Course or environment through the Platform, that Organization and/or Educator is responsible for: (i) defining ...
	8.4. You are responsible for ensuring lawful enrollment, lawful authority, and any required notices, authorizations, or consents, subject to applicable law. Any indemnification or contractual allocation relating to such failures is governed by the Ter...
	8.5. If you upload User Content, you are responsible for ensuring that you have the rights and permissions to upload such content and that you do not include unnecessary Personal Data of third parties.
	8.6. If you upload or share content that violates the rights of third parties, applicable law, or the Terms of Use, you remain responsible for that content to the extent provided by applicable law and the Terms of Use.

	9. HOW WE PROTECT YOUR PERSONAL DATA
	9.1. We implement technical and organizational measures designed to protect Personal Data against unauthorized or unlawful access, disclosure, alteration, loss, destruction, or misuse, taking into account the nature of the Personal Data, the scope and...
	9.2. Please note that there are inherent risks in transmission of information over the Internet and in electronic storage systems. While we strive to use commercially reasonable and legally required safeguards, no system or method of transmission is e...
	9.3. Accordingly, while we strive to protect your Personal Data, we cannot guarantee absolute security. We do, however, process Personal Data only for the purposes stated in this Policy or as otherwise permitted by applicable law.
	9.4. Nothing in this Policy limits any non-waivable rights you may have under applicable law. Contractual limitations of liability, disclaimers, and related risk allocation are governed by the Terms of Use, except to the extent non-waivable law provid...

	10. HOW YOU CAN ASSIST IN PROTECTING YOUR PERSONAL DATA
	10.1. If you receive an email, notice, or message that appears suspicious, refers to an order or request you do not recall making, or otherwise appears fraudulent, please contact us and report it.
	10.2. Please note that we will not ordinarily ask for full payment card details through ordinary chat or email channels.
	10.3. Your password and credentials protect your user account, and you are responsible for maintaining their confidentiality and integrity. We encourage you to use a unique and strong password, enable MFA where available, and avoid sharing credentials...
	10.4. If you believe your credentials have been stolen, compromised, or misused, please contact us as soon as possible at: contact@Z-SCHOOL.co.il, so that we may take appropriate protective steps.
	10.5. Where we send marketing communications, we will do so using the channels and contact details associated with those communications, and we will not ask for unnecessary sensitive information in those communications.

	11. THIRD-PARTY SITES AND THIRD-PARTY SERVICES
	11.1. Our Website and/or Platform may contain links to third-party websites, payment pages, social media platforms, embedded tools, Plugins, Integrations, and other third-party services, including authentication providers, video tools, analytics tools...
	11.2. Z-SCHOOL is not responsible for the privacy practices of third-party sites or services acting as independent controllers. Such third-party services are governed by their own privacy policies and terms, and you should review those policies before...
	11.3. Z-SCHOOL is not responsible for the content made available by such third-party sites or services and does not necessarily endorse any products, information, or services offered by them.
	11.4. Where Plugins, embedded services, or third-party tools are enabled, they may collect or receive certain technical, usage, and interaction information necessary to function. Interoperation with such third-party services does not by itself make Z-...

	12. DATA RETENTION AND DELETION
	12.1.
	12.2.
	12.2.1. providing the Website, Platform, Courses, subscriptions, licenses, and related services;
	12.2.2. resolving disputes, chargebacks, refunds, complaints, or unresolved issues relating to an account or transaction;
	12.2.3. meeting legal, tax, audit, accounting, regulatory, or evidentiary obligations;
	12.2.4. fraud prevention, security monitoring, incident investigation, compliance verification, and defense of legal claims;
	12.2.5. cooperating with lawful requests, investigations, or regulatory inquiries to the extent required or permitted by law.

	12.3. Certain categories of Personal Data may be retained only for as long as the relevant purpose persists. For example, support correspondence, browser-derived data, cookie-related preferences, and certain diagnostics may be retained only for as lon...
	12.4. We will also review and act upon deletion/erasure requests in accordance with applicable law, subject to our role in the relevant processing, technical feasibility, valid legal retention obligations, and any lawful basis for continued retention ...
	12.5. Where the Terms of Use or an applicable agreement provides an Organization with a post-termination export window, such export rights are contractual matters governed by those terms or agreements; this Policy governs privacy retention and deletio...

	13. TRANSFER AND SHARING OF YOUR PERSONAL DATA
	13.1. We do not sell, trade, or otherwise transfer Personal Data to outside parties except as specifically stated in this Policy, as required for the provision of services, as permitted by applicable law, or with your consent where required. Where the...
	13.2. The above does not include trusted service providers, contractors, and sub-processors who assist us in operating the Website, Platform, transactions, communications, support, analytics, security, or other permitted business activities.
	13.3. Before or in connection with such transfers, such recipients are required by contract, law, or both to maintain confidentiality and to use Personal Data only for the purposes for which it was shared, subject to applicable law.
	13.4. Personal Data may be transferred to or accessed by service providers, affiliates, advisers, or contractors located in jurisdictions outside your own jurisdiction, including jurisdictions that may not provide the same level of data protection as ...
	13.5. Where transfers occur outside the EEA/UK or involve Israeli-database transfer restrictions, we will implement the transfer mechanism and safeguards required by applicable law. The Israeli Protection of Privacy Law and related regulations express...
	13.6. Without derogating from the foregoing, our service providers and other third parties are expected to provide privacy and security commitments appropriate to the role they perform and the data involved.
	13.7. Beyond the above, we may share Personal Data for the following purposes:
	13.7.1. Legal obligations and law enforcement
	13.7.2. Prevention of harm, abuse, or fraud
	13.7.3. Protection of our legitimate interests
	13.7.4. Service infrastructure and operations
	13.7.4.1. network and cybersecurity providers;
	13.7.4.2. cloud, infrastructure, CRM, and operational SaaS providers, including AWS where applicable;
	13.7.4.3. IT maintenance, development, hosting, backup, and support providers;
	13.7.4.4. analytics, diagnostics, and statistical service providers;
	13.7.4.5. managed service providers and infrastructure partners, including ISYC;
	13.7.4.6. Plugins and Integrations providers. Where enabled, we may share necessary Personal Data, or permit access to such data, to operate the integration, provide support, maintain security, process authentication, enable communications, or ensure ...

	13.7.5. Marketplace / content fulfillment
	13.7.6. Corporate transactions
	13.7.7. Sharing within the educational environment
	13.7.8. Parent/Guardian access
	13.7.9. Aggregated / de-identified information


	14. UPDATES AND CHANGES TO THIS DATA PROTECTION AND PRIVACY POLICY
	14.1.
	14.2. For purposes of this Policy, “material changes” may include, for example: (i) changes introducing new categories of Personal Data collected; (ii) material changes to the purposes for which Personal Data is processed; (iii) material expansion of ...
	14.3. If a change requires consent or renewed authorization under applicable law, we will obtain such consent or authorization before applying that change to the relevant processing activity.
	14.4. Nothing in this Policy limits or waives rights or remedies that cannot be excluded under applicable law, including statutory privacy and data protection rights.
	14.5. Where the Platform is used in an environment administered by the relevant Organization and/or Educator and Z-SCHOOL acts as a Data Processor / service provider, that Organization and/or Educator may issue its own privacy notices and updates rega...
	14.6. Unless required by law, changes to this Policy apply prospectively from the effective date. For Student Personal Data and minors’ data, if a change would require renewed authorization or consent under applicable law, the relevant processing will...
	14.7. This Policy governs Personal Data processing transparency and privacy rights. The Terms of Use govern contractual responsibilities, educational roles, disclaimers, marketplace allocation, limitation of liability, and indemnity. In the event of a...

	15. EU / UK REPRESENTATIVE; DPO / PRIVACY CONTACT
	15.1. EU Representative (if applicable)
	15.2. UK Representative (if applicable)
	15.3. Data Protection Officer / Privacy Contact
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